
UNIVERSITY OF SOUTHERN CALIFORNIA

Lead Analyst, IAM Planning and Engagement

Job Code: 166018

OT Eligible:

Comp Approval:

Establishes Identity and Access Management (IAM) roadmaps for workforce and consumers. 
Leads IAM engineering team on design and creation of IAM architecture. Aligns IAM plans with 
university business and IT. Leads requirements gathering and analysis, managing multiple 
engagements in results-based team environment. Fosters business and IT relationships to achieve 
shared goals.

JOB SUMMARY:

JOB ACCOUNTABILITIES:

*E/M/NA % TIME

No

10/6/2021

______ Establishes IAM roadmaps that align with current and future business needs. Leads 
IAM engineering team on design and creation of IAM architecture.

______

______ Fosters business and IT relationships with stakeholders to achieve shared goals. 
Interacts with university leaders to implement, coordinate, test and improve IAM 
operational maturity, services, and solutions. Supports other IAM, security and IT 
functions to ensure shared objectives are achieved.

______

______ Defines and prioritizes IAM requirements, deliverables, acceptance criteria. 
Manages IAM product backlog by authoring themes, initiatives, epics and user 
stories.

______

______ Works closely with program/project managers on initiation and execution of IAM 
efforts. Leads IAM initiatives as required.

______

______ Promotes an environment that fosters inclusive relationships and creates unbiased 
opportunities for contributions through ideas, words, and actions that uphold 
principles of the USC Code of Ethics.

______

*Select E (ESSENTIAL), M (MARGINAL) or NA (NON-APPLICABLE) to denote importance of 

each job function to position.

JOB QUALIFICATIONS:

Performs other related duties as assigned or requested.  The university reserves 
the right to add or change duties at any time.

EMERGENCY RESPONSE/RECOVERY:

Essential:

In the event of an emergency, the employee holding this position is required to 
“report to duty” in accordance with the university’s Emergency Operations Plan 
and/or the employee’s department’s emergency response and/or recovery 
plans.  Familiarity with those plans and regular training to implement those plans 
is required.  During or immediately following an emergency, the employee will 
be notified to assist in the emergency response efforts, and mobilize other staff 
members if needed.

No

Yes
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JOB QUALIFICATIONS:

SIGNATURES:

Employee: _____________________________________  Date:_____________________________

Supervisor: ____________________________________  Date:_____________________________

The above statements are intended to describe the general nature and level of work being 

performed.  They are not intended to be construed as an exhaustive list of all responsibilities, 

duties and skills required of personnel so classified.

The University of Southern California is an Equal Opportunity Employer

Supervises:  Level:

Manages through subordinate supervisors.

Minimum Education:

Bachelor's degree

Combined experience/education as substitute for minimum education

Minimum Experience:

5 years

Preferred Education:

Master's degree

Preferred Experience:

7 years

Minimum Field of Expertise:

Five years of information technology experience demonstrating progressive responsibility, 
with at least two years in information security. Excellent understanding of IT roadmaps, 
business analysis, and product management. Familiar with IAM concepts (e.g., identity 
governance and administration, customer IAM, privileged access management). Familiar 
with systems integration, project management, and organizational change management. 
Proven ability to plan and execute security solutions in a fast-paced dynamic environment.

Preferred Field of Expertise:

Master’s degree in business administration, information systems, computer science, or 
related field. CISSP, CISM, or GIAC certifications. Seven or more years’ experience in 
information security.


