
UNIVERSITY OF SOUTHERN CALIFORNIA

Senior Endpoint Engineer (ITS)

Job Code: 166864

OT Eligible:

Comp Approval:

Deploys new technologies involving large-scale workstation management and software 
virtualization. Engages with customers and stakeholders to identify pain points and opportunities, 
and analyzes complex and diverse data to identify root causes and create solutions. Provides 
reliable and secure mobile, workstation and computer lab environments for the university 
community. Demonstrates ITS values in action.

JOB SUMMARY:

JOB ACCOUNTABILITIES:

*E/M/NA % TIME

No

1/17/2020

______ Establishes and documents strategic development and deployment of innovative 
endpoint solutions. Provides technical leadership and expertise to enhance 
endpoint protection strategies (e.g., application whitelisting) in collaboration with 
ITS security.

______

______ Engages with customers and stakeholders to identify pain points and opportunities, 
and analyzes complex and diverse data to identify root causes and create 
solutions. Develops and maintains customer experience tutorials and training 
resources, and troubleshoots escalated issues. Understands and utilizes best 
practices for problem solving and sound decision-making.

______

______ Collaborates with customers, vendors, stakeholders and partners, and facilitates 
innovation and continuous improvement by maintaining currency on industry 
knowledge and trends. Analyzes and initiates innovative collaborative technology 
solutions, and continually develops skills, knowledge and abilities in endpoint 
technologies. Maintains awareness of emerging technologies and makes 
recommendations on adoption.

______

______ Supports the collaboration technologies team’s vision and process improvement 
efforts within. Aids the cultivation of an inclusive environment and a culture of trust 
and transparency, sharing information broadly, openly, and deliberately. Builds and 
maintains collaborative relationships with diverse team members and leaders. 
Actively embodies ITS values and behaviors (e.g., accountability, ethics, best-in-
class customer service).

______

*Select E (ESSENTIAL), M (MARGINAL) or NA (NON-APPLICABLE) to denote importance of 

each job function to position.

Performs other related duties as assigned or requested.  The university reserves 
the right to add or change duties at any time.

EMERGENCY RESPONSE/RECOVERY:

Essential: No
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JOB QUALIFICATIONS:

SIGNATURES:

In the event of an emergency, the employee holding this position is required to 
“report to duty” in accordance with the university’s Emergency Operations Plan 
and/or the employee’s department’s emergency response and/or recovery 
plans.  Familiarity with those plans and regular training to implement those 
plans is required.  During or immediately following an emergency, the employee 
will be notified to assist in the emergency response efforts, and mobilize other 
staff members if needed.

Yes

Minimum Education:

Bachelor's degree

Combined experience/education as substitute for minimum education

Minimum Experience:

5 years

Preferred Education:

Bachelor's degree

Preferred Experience:

8 years

Minimum Field of Expertise:

Exceptional understanding of Microsoft and Apple operating systems (Windows, MacOS, 
iOS, etc.). Extensive experience with desktop engineering concepts including registry 
editing, command-line utilities and more. Extensive experience with back-end engineering 
tools used to deploy to lab and desktop workstations. Extensive experience with physical 
mobile devices, as well as mobile device management, anti-virus, firewall, and other 
security tools. Scripting language experience (Powershell, Windows Batch, VBScript, Unix 
shell, etc.). Extensive experience monitoring device image quality, deployment, adoption, 
and performance across the university with the use of automated tools and reports. 
Experience servicing tier-3 support tickets from front-line support, faculty, and internal 
groups. Excellent design, implementation and troubleshooting experience with various 
workstation provisioning tools. Experience with Microsoft Active Directory software and 
implementing Virtual Desktop Infrastructures (VDI), Application Streaming, and Cloud VDI 
and infrastructure solutions. Excellent technical documentation, collaboration, and written 
and oral communication skills, able to present ideas and solutions in non-technical, 
business-friendly terms. Exemplary interpersonal skills, developing positive working 
relationships and strong rapport with a diverse community of team members and 
stakeholders. Excellent organizational skills, with proven ability to set priorities and manage 
multiple projects at once, based on importance, urgency, and alignment to the university's 
strategic objectives. Proven ability to interpret, analyze, and apply pertinent policies, 
procedures, regulations, and requirements.

Preferred Field of Expertise:

Bachelor's degree in computer science, computer information systems, information 
technology, or relevant field. Experience in IT, higher education, or other relevant fields.
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Employee: _____________________________________  Date:_____________________________

Supervisor: ____________________________________  Date:_____________________________

The above statements are intended to describe the general nature and level of work being 

performed.  They are not intended to be construed as an exhaustive list of all responsibilities, 

duties and skills required of personnel so classified.

The University of Southern California is an Equal Opportunity Employer


