
UNIVERSITY OF SOUTHERN CALIFORNIA

Director, Privacy

Job Code: 133514

OT Eligible:

Comp Approval:

Develops, coordinates, and maintains strategic and university-wide programs, frameworks, and 
governance structures for data privacy and compliance. Conducts privacy risk assessments, 
optimizing the security posture of the university. Leads or participates on privacy related university 
committees. Partners with legal, audit, information technology services and business partners to 
implement enterprise-wide privacy compliance programs. Creates and conducts ongoing 
compliance-monitoring activities, in coordination with the university’s other compliance and 
operational assessment functions. Manages breach notifications required by federal and state law, 
serving as liaison with federal and state oversight agencies.

JOB SUMMARY:

JOB ACCOUNTABILITIES:

*E/M/NA % TIME

No

3/31/2020

______ Develops, coordinates, and maintains strategic and university-wide programs, 
frameworks, and governance structures for data privacy and compliance. Enables 
consistent, effective practices to minimize risk and ensure confidentiality and legal 
standards for privacy and data protection. Undertakes a comprehensive review of 
the university’s data and privacy processes and procedures for each applicable 
business function to ensure consistency with relevant laws and regulations, 
including HIPAA, FERPA, PCI compliance, and GDPR.

______

______ Conducts privacy risk assessments. In coordination with the general counsel’s 
office, reviews and advises on contracts involving the collection, protection, transfer 
and use of regulated data, offering guidance on methods to minimize privacy 
compliance risk.

______

______ Leads or participates on privacy related university committees. Develops privacy 
training materials and other communications for employees and third parties, as 
appropriate, regarding university privacy policies, data-handling policies and 
procedures, and legal obligations.

______

______ Partners with legal, audit, information technology services and business partners to 
implement enterprise-wide privacy compliance programs. Collaborates with 
information security to ensure alignment between security and privacy compliance 
programs, including policies, practices and investigations.

______

______ Creates and conducts ongoing compliance-monitoring activities, in coordination 
with the university’s other compliance and operational assessment functions. 
Maintains current knowledge of applicable international, federal and state privacy 
laws and regulations.

______

______ Manages breach notifications required by federal and state law, serving as liaison 
with federal and state oversight agencies.

______

*Select E (ESSENTIAL), M (MARGINAL) or NA (NON-APPLICABLE) to denote importance of 

each job function to position.

Performs other related duties as assigned or requested.  The university reserves 
the right to add or change duties at any time.
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JOB QUALIFICATIONS:

EMERGENCY RESPONSE/RECOVERY:

Essential:

In the event of an emergency, the employee holding this position is required to 
“report to duty” in accordance with the university’s Emergency Operations Plan 
and/or the employee’s department’s emergency response and/or recovery 
plans.  Familiarity with those plans and regular training to implement those plans 
is required.  During or immediately following an emergency, the employee will 
be notified to assist in the emergency response efforts, and mobilize other staff 
members if needed.

No

Yes

Skills:  Other:

Interpersonal skills

Knowledge of applicable laws/policies/principles/etc.

Minimum Education:

Bachelor's degree

Minimum Experience:

7 years

Preferred Education:

Master's degree

J.D.

Preferred Experience:

10 years

Minimum Field of Expertise:

Knowledge and operational experience with global privacy and data-protection compliance 
programs. Extensive experience and skill conducting investigations, writing policies and 
guidance documents supporting various business activities, and interacting with internal 
and external auditors. Knowledge of relevant federal, state and local regulations and laws, 
as well as ethical practices and policies (HIPAA, FERPA, PCI, etc.). Demonstrated 
communication skills and cultural awareness, and a record of leadership and collaborative 
efforts with diverse groups and stakeholders.

Preferred Field of Expertise:

Experience in higher education and/or healthcare industries. Professional privacy specialist 
certifications such as CIPP, CIPM, CIPT, and/or FIP.

Skills: Technology:

Database and application security

Enterprise/information architecture

Internet standards and protocols

Network security access, management and testing

Quality assurance/testing methods, tools and techniques

Risk management

Server security policies and procedures, access management

Technical training and instructional design
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SIGNATURES:

Employee: _____________________________________  Date:_____________________________

Supervisor: ____________________________________  Date:_____________________________

The above statements are intended to describe the general nature and level of work being 

performed.  They are not intended to be construed as an exhaustive list of all responsibilities, 

duties and skills required of personnel so classified.

The University of Southern California is an Equal Opportunity Employer

Comments:

This position is designated as a Campus Security Authority (CSA) under the Clery Act and 
must comply with the requirements of said designation.


