
UNIVERSITY OF SOUTHERN CALIFORNIA

Director, Data Center Operations and Disaster Recovery (ITS)

Job Code: 166201

OT Eligible:

Comp Approval:

Drives solutions and support for Information Technology Services (ITS) hosting facilities and data 
centers. Oversees day-to-day data center operations and job scheduling, and directs and monitors 
data center facilities to ensure efficient, reliable, and secure services are delivered to campus 
customers. As part of the leadership team, models and cultivates ITS culture, values, and 
behaviors.

JOB SUMMARY:

JOB ACCOUNTABILITIES:

*E/M/NA % TIME

No

4/1/2020

______ Sets technology strategy for data center infrastructure, facilities management, 
security, power, and cooling. Provides strategic direction and leadership for data 
center operations. Engages with ITS leaders, customers, and partners to inform 
and ensure infrastructure and application monitoring, reporting, and change activity 
is consistent with industry and ITSM best practices. Contributes to the development 
and publication of data-rich infrastructure reporting for informed decisions and 
resource management for various stakeholders. Maintains the disaster recovery 
program, scope, and strategic objectives, aligning services and programs to the 
overarching ITS strategy. Defines processes for day-to-day data center operations 
(e.g., updates, continuity testing).

______

______ Provides vision and high-level direction for operations within the larger context of 
the ITS and USC environments. Develops business cases and roadmaps that 
support ITS strategies. Works with other ITS leaders, customers, partners and 
stakeholders to develop and manage a holistic strategy for delivering service 
quality and continuous service improvement.

______

______ Manages the implications of security and compliance guidelines by embedding 
university policies and procedures into work plans and workflows. Establishes 
governance for data center operations through the implementation of standards, 
procedures, and quality measures. Works closely with customers to relay the 
importance of and sensitivity around risk identification, mitigation and remediation. 
Accountable for execution of the data center operations service portfolio.

______

______ Actively drives the process of embedding ITS values and behaviors. Leads by 
example, demonstrating ethics and high accountability to create a culture of trust 
and transparency. Accountable for the development of team members by helping 
them set and achieve goals for their career growth. Fosters an inclusive 
environment that values team member differences, creating a sense of belonging 
and appreciation. Drives best-in-class customer service to the university through 
effective team member engagement.

______

______ Builds and maintains strong relationships with ITS leaders, customers, partners, 
and stakeholders. Participates in governance boards, councils, meetings, and 
campus-wide technology initiatives to understand current and future business 
needs, and to ensure that consistent and reliable service is delivered to a broad 
range of university stakeholders. Develops and delivers against established service-
level targets.

______
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______ Works closely with ITS leadership to identify, implement, and support cost-
effective, leading solutions for all aspects of data center operations, maintaining 
currency with industry innovations. Provides thought leadership around process 
optimization, and administers the department budget by creating, planning, 
monitoring, reconciling, and directing resources.

______

*Select E (ESSENTIAL), M (MARGINAL) or NA (NON-APPLICABLE) to denote importance of 

each job function to position.

JOB QUALIFICATIONS:

Performs other related duties as assigned or requested.  The university reserves 
the right to add or change duties at any time.

EMERGENCY RESPONSE/RECOVERY:

Essential:

In the event of an emergency, the employee holding this position is required to 
“report to duty” in accordance with the university’s Emergency Operations Plan 
and/or the employee’s department’s emergency response and/or recovery 
plans.  Familiarity with those plans and regular training to implement those 
plans is required.  During or immediately following an emergency, the employee 
will be notified to assist in the emergency response efforts, and mobilize other 
staff members if needed.

No

Yes

Minimum Education:

Bachelor's degree

Combined experience/education as substitute for minimum education

Minimum Experience:

8 years

Preferred Education:

Minimum Field of Expertise:

Bachelor's degree in engineering, computer science, computer information systems, or 
extensive equivalent experience. Eight years' experience in information technology, and 
three years' experience in a management role. At least three years’ experience in business 
continuity and/or disaster recovery (BC/DR), and at least five years’ experience managing 
data center operations. Experience developing BC/DR test plans and scrips, strong 
understanding of BC/DR tools, standards, and leading practices, and solid knowledge of 
BC/DR and data retention methodologies and frameworks. Extensive experience 
conducting equipment firmware and operating system upgrades, patching network devices, 
and managing preventative and communication room maintenance on the data center. 
Experience managing a network operations center (NOC), and with level-one 
troubleshooting for a range of areas including Windows Server, LAN/WAN Networking, 
Unix/SAN, security, wireless, and VoIP. Experience and understanding of UPS systems, 
HVAC systems, and other physical infrastructures associated with temperature control and 
power systems. Ability to analyze, understand, formulate, and explain the value proposition 
of security and BC/DR planning initiatives, with strong project management and vendor 
relationship skills. Solid business acumen with ability to partner with senior leadership 
Ability to build, develop, and manage a high-performing team, and interact, collaborate, and 
communicate with ITS infrastructure, application, and security teams. Experience with 
network, data center, email, or other enterprise-wide technical consolidations. Must be 
willing to obtain a Certified Business Continuity Professional (CBCP) certification within the 
first year of work, if requested.
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SIGNATURES:

Employee: _____________________________________  Date:_____________________________

Supervisor: ____________________________________  Date:_____________________________

The above statements are intended to describe the general nature and level of work being 

performed.  They are not intended to be construed as an exhaustive list of all responsibilities, 

duties and skills required of personnel so classified.

The University of Southern California is an Equal Opportunity Employer

Supervises:  Level:

May oversee staff, students, volunteers, agencies and/or resource employees.

Supervises employees and/or student workers.

Preferred Education:

Master's degree

Preferred Experience:

10 years

Preferred Field of Expertise:

Master’s degree in business management, engineering, computer science, computer 
information systems, or a related field. Ten years’ experience in information technology, 
business continuity, data center operations, or disaster recovery. Five years’ experience 
managing data center operations, or another management or leadership role. Certified 
Business Continuity Professional (CBCP) certification. Exemplary communication and 
interpersonal skills, with the ability to present the business side of technical topics to non-
technical audiences, and persuasively and effectively interact with relationships with various 
stakeholders and diverse individuals and groups.

Comments:

May require travel and working evenings, weekends, and/or holidays, based on business 
necessity. This position is designated as a Campus Security Authority (CSA) under the 
Clery Act and must comply with the requirements of said designation.


